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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a contents 
distribution system for distributing encrypted contents 
which can effectively exclude illegal use of contents. 
SOLUTION: The system that distributes encrypted 
contents and allows only legal users to utilize the 
contents is configured such that a contents management 
distribution site for distributing contents generates a 
hash value of data incorporating meta data containing 
contents cost information and a contents key applied to 
contents encryption processing and executes an 
electronic signature, a user site receiving the data 
acquires the contents key stored in signature object 
data on the condition that signature verification is 
established, and the system can prevent illegal use of 
contents through falsification or replacement of the 
meta data. 
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(57) »£] 




□ >T>y £a >t >^a*cBg^it t hit mt* > 

git, 3>T>y<&fffl&i*£Sfc**T-**£a.- 
4: BE* * x-* * *«fcf-*fl>'*vi'*ai=»+4 

«Ea— Mi, 

ffiSea^TWffid^-f hfrbgflLfr3uEai^ba> 
t >*yHfclM2> * t — ^ t £ £t;T-$fr b£tis Lfc 

£| (SubKd) "efc> l J, 

HEaV^f WE-y-^EiSBt (Sub 
Kd) £fiBi££! (Kd) -CBi^ltUfcaT-^^i— tf 

saEa.— tf-tM h*, 
WEtt*»*0«tttf**ftfr*i^ 

a (SubKd) tffl^fctt^«aai=j:y* □>f>y 

ia**5i ws2a>T>^ao)Ba^ibai*- -*?e& 

B! (SubKd) T&M, 

iHiaa>f-> % yEa^-f h*, ffiEtf^Baa (Sub 
Kd) £, s-a.-tfiM hizia»itcEm$nt=iasiia 



(K i) TBi^bLfcHT-frfc^-lW HcSfTfr 
BEa-lflM hi*. 

ebmb (k i ) s«i»fc«#aw=*y* «je?:7e 
&a (SubKd) o>»»fflas!ififL. suedes 
a (SubKd) tffl^fca*affl=*y- 3 

EWD3 >T>^EfS V^Ti*, 

KMUS6] □r/rWEd'tM h/»^B|^ba>r> 

a^f>7^>f >-y«-CBi^b LfcB«1ba >t > 
ME3>r>^atB»<bLfcB«<ba>T>^ 

at. 3>T>^<D J Wfflftfr**^*' 7 "* t * :L "" 

H^ar***^ ttEBi*ba>Twa 
sftttfcLx, mE»*«*T->*i=«n6WEBi 

#4t3>T-> , VB©W»«ia£»Tl"4-^*1*» i: ''' 
^3>f >^Ea^F^y 
[«*«7] MEa.— tflM Hi* 

«Efl!W*©aH»afc lx. 

n S2 a >t >^Eil -9" -f h * b ft a U fclR EB« fba > 
HE3>T> , yE«-9'-f KD^BBa*affl^fc*lE«« 

<Da^at<»j±Kffla&*fft. sminsicfciN-c^ 
f >*:>Ea*&. 

tHEa.— **-f hi*, UE^JWMrt^OttWW^*^ 

< B4«at4rt LT»*«ttani7x>t -f r-f i=a t 
r^*LfcB*a«taar*aa«fii-6-^t» 

ttfr4H#«6UEaa)a>T>^E«^. 
[a^«9l «Ea>T>^aa>B»1bBi*. ^^Eii 

a (SubKd) t?fcy% 

|tJEa>r>7Eif^^ H*. »E^^Eaa (Sub 
Kd) &E£B (Kd) TBg#1bLfcaT-**a.-if 

saE^a (Kd) *ffli^=a#ffiai=*y, we^^e 
isa (SubKd) w^Ba^n^u, nE^^Ea 
a (SubKd) tai»f:«#aai=*y, a>^>^ 



&£i! (Su bKd) "C*y» 

BEa^f-^BBIM Htt. BEtfTKi&B (Sub 
Kd) £, »f+M M=«fflCcK«ra*ifc«ffla 
(Ki) TB»fcLfcBT-*£i-'*1H' H^sr 

»EJ.— hi*. 

&£! (SubKd) fl>«t»»a*SffL, SUEDES 

a*»»r*-*£tt«fc**B*«ei::E«<Da:/T 
T-^aaan-ofty. 

□ >-r >*y<BBB^*tt8fl!<D=» r/f-^VBSBI-^b LfcBS 
tMM&aeBtTL. lBE«»*©««iE«At*#i:t 

>vao)»^ffla*Hff , *'*T-^«is^a^*i*4c 
t tttflifcr^-T-^ffiasfiB, 
[B**i 2] «ET-*»a*w*, 

BEaVT^KaiM h*S>Sfc«Lfc«lBBMfcai' 
r >7Bt «E> 9 r-* t ZSVt-* frbUtoUz 

»E3>T> % yK«^ hfl)aMB*SfflLfcl»E»* 

oa*»fca>it«fflatBftt, »it«jffiai=*5i*-cffi 

«ia^»7r*«j«*^4cfc*»afcfc , rft«»a i 

if:Effia>T-^«aa8ttt. 

[a**i 3] «ET-*fflaaHf*. 

«lE>5»««rt«)H«fllW=*^<»*W''*** LT 
B4BaBffx>T-r^-fl=»fC±«UfeB«l«t 

a«-r&«at*H , tftfliJ*«*rt6cfc«<#«fcrft 
B*ai iKE«roT-*aaa«t. 

[B*ai 4] «Ea>r>yBfl)B«*bBI*. 
SB (SubKd) -cfcy* 
«ET-*aa»BI** 

JBEa«*OttB«4tft»fcL-C. *Mk*tiWL 

sa (Kd) sfflt^fcB^fliaiz^y. ffiE-9-^Kasa 

(SubKd) 0tt»®a£»7U ttE*?ESB 

(SubKd) eai'fca*aa£*v. av^^a 
«»r*»*"c**^fc*WBfcf*a** 1 ike 

BCDx— *«attB. 

5] «E3>T>?B0>8M1tBI*. ^ K 

Slit (SubKd) TfcM, 



aET->awiHi*, 

«E*W«>«H*Mft*fctT\ WMtM 

9MB (kd tm*fc«»w-«*y- mE^Esa 

(SubKd) <DW»«Ra**frL, ffilEtf^ESB 
(SubKd) 6ffll*fcf»»aiU:y. ar/Tl^B 
6»»tt«*'C*6 = fc*W»f*"*B** 1 IKE 

[»*ai 6) B»ibavT>^oa«MiwfT , r* 

a^T^^roBWfflaffl^aVT^^BSBWibLtiBS 

aBaaextru «es*»*flttH««fti**i* 

T % ttE»*«*T-^*l=«**t6MEBS^lba>x 

[B*«l 7] «E««*fl>«B«ai*. 
iEaWWfiW'f KA^bS(§Lfc«IEBB#1ba> 
T^BtBE^^T-^fce^T-^^ftRttUfc 

tDEa^xWEfS^-f h<7>'i>MBS8JflLfcff)E3« 

oahmi t cDJtKaax? & y , 
ttttKffiaicfct^Tpiffio-a^ftwtLr. gtisaai^ 

fca>T>^BflOW»*a*BW*^fc*WB*t"* 
nxn 6lcEBfl>T-*»aaaU 

[iimi 8] «E-T-#aa***, 

B*»aB«x>T-fT-fuaurt*tfcBft««* 
aflrt-iaasBRr&^iiWwtt-iaaRai ei= 
ebot— $aa#£. 
[B*ai si ffiEx-sffiaajfcKfci^c. 

HEa>x>^B0)B8*fl:Btt. +f?E£B (SubK 
d) rfetj, 

nE«*»*fl«BJ«tttft»fctT. 

sa (Kd) fcmi*fc»a«-*y* «Etf?KaB 

(SubKd) 0>MWQa*«7U ffiEtf^ESB 
(SubKd) Ml»fcllWffl:*y. a^-f^B 

ia*«2 0] »ET-*aa*ai=»t*r, 
«Ea>T> % yBfl)a#ibBi*. *?&&b csubK 
d) r*y% 

«ESW*a»K*a***fct'C. 

jmb (k i ) tai'fca««ai=*y. mE*?BiSB 
(SubKd) <oai»aa*»7U* me*7esb 
(subKd) em*fca*aai=*y. a>r>^a 

aa«&. 

[B*32 1 ] BWttavri/'vott^aa^dt/T- 



*li£$ti*ffiKB8-sHb3 >t >^ttfl>»1«flia t 

A, 

[000 1] 

•r*. inc. jfl^b*nfc3^r>^*Kei"&^T 

[000 2} 

(Content) -f>5»— *V 

dvd, cd, / ; ey*--K*a)38iifJtettI2fiJ>ftt 

0BSU> >t>VI*% a— IfOHrlrt'ftWTLtf* TV, 
PC (Personal Computer) , M\MM 

[00033 amit*urE«*Jh*3>T>vtt, 

SIS* ft, TVlt!HDligffl:fci>ri«^f-$ 

i::K»£ft-n?£Sft£u fc&tMia<s-o*7i-x 

[00 0 4] y-APnyvA, #*t-*, BH*t- 
^<(7)V7 h^x7 • a>r>7li. 

«, SEflMfa— tflcftLTO*. V7ht? 

[0005] D.-wztjt&mmimz&zttb'ioto 



[0 0 0 6] 3E3t|a— »fl=S*L-CBI^b3>T 
] Crt-K) £K*nU a--»fttK*S*ftfc I Cfc— K 

[0007] Blfcffi^T. 3>T>y$3>T> % >fit 

lOOO8]01(t 3>f>7 (g*fl) SWftSfcl* 

-3 0!*, BBi&a (Kd : Dist 
ributionKey) faVf^^SfiHt-f H Ota-^ 
-f h 2 OlctSft-f &o a— tfiM h 2 OKI*, mtfx 

i c*-K«i::Kiaa (Kd) *ttttuTiatt-r<b* 

[0009] 0lir^-TS# (D Mr&oTflffltfii 

V/Sft-tf-f hi OTJIJ, (1) aVf-WSBg^ibf * 
^0)3>f>7CJ (Kc) ££J*U (2) ±f$.Lti 

□ >t>^si (Kc) sffli^xavx^^Ba^bsaa 
7^j , jXA^ampj«E"cfcy. «*tfft*wfc#aa 

Bg^JUa'yXXTCfc&DES (Data Encryption Stan 
dard) #JSBn?£&. 

[0010] #aBB«fl:*5ti*, T-*<»«#ibffla 
uffl^*B«^bafcT-*a)W<bi=Wt^Miba* 
#&0>4i(D*LT, jE»0>a— tfULCft&BMfcflHl, 

a^fcczwi^^aatw^L-c, at»fc<ti^iEa 

**(DttaMfcBWfc*3tA<D E S <f-*Bfr*«£ : 
Data encryption standard) 

[001 1] $bi:, S4tt*«W-fcM=DES7;u^ 
•J XA£ 3 si: Ltftatff ft 9 MJ 7JUD E S fcMB 

££f*LT3>T>ya£LT£fflU h'J^DES 
T?f*1 1 2f^htf)a«*»-3aSa>T-> , vai:LT 
±1*1"*. c^*-5fta>x>^a(i, fit&i&SL&fflz 

[0 0 12] □>T>SrtMl1M' h 1 Oli, *fi3tLtc3 
>f>7B (Kc) ^ffi^ra>-r>»y^B1^1b1-^i: 

tti-, (3) ±^u^a>T>^a (Kc) ttfa-b 

>5i-3 06^a«UfcK5&a (Kd) £/fil*TBM<b 

cfl)»ftO)B8#<b7;u^yxAt^i*yDES^> 



b. S&liBW<ba>T>V/B (Kc) lca>TW<7) 

¥ijjf]£{*. -r^3b^=>e-tr*t^\ aftiM*iww 

0^KB^Ji:^-^I :: >^'7 r *" i$l£D/v: '* >:i (Hash) 

1 otDi*£a£8H*T^F-S££fifct\ 
[OO13]a>f>VllW-fM0B, (4) 

(Kd) X&mtLtz^>T>y$l (Kc) £££ 
[0 0 14] ZL-tftK h2 0T'll *r, (5) Sit 

[0 0 15] a— VI*. «Xftf**«BU-CHAt*S 

■fftfc, (6) sg-fei/? — 3 OfrfcfiffiLfcflB&fil 

(Kd) *fflt^Taiwb3>T>-ya (kc) 0>a*t£ 

E&a (Kd) I*, I»atfc*3fciEU*Htt 

A<tffc*vfc»i»2fcl*. «M»=B»*ftfc*-K* 

(7) zj>T>^€l^ffl^-Ca>T> > >*M£^?ti't^ 
£2*ift 6 BAfcPWI=B*oy*«L. £ 

rtLfcBftoytw^EBIf-lfXSfT^fcft©*** 

ft. 

tOO 1 7] «a-b>^-3 0l*Ei*tt (Kd) Of 
S, a-¥«M H2 0(D8ttttfcftLM**>-K*iJA-- 
;K0tS, H**a*ft5. S8ir>*-3 0,ta-¥ 

HBttifOTHBtilCr, -*MM«SMttTl\ 
^SBHSRoTESIB (Kd) <7)Efr5&*I* 

[oo i 8] aio)»*oj:5i^ =»>T>*v(DBg^ib 
|*a >T>WE«»«**fcl*»B«tt*^ tr<7)3 

Ti>ft&&a (Kd) tAar&cfc-esvxv'vfci* 



d) *»«T«. C»*3I=. M-b>^-30l*EiS 
B (Kd) a>»a*5*tfBW=*ya>^>^K«» 

a, B4«a*i7<toxu*. 

[OO 1 9] CS**tM*BSttaW„ 

^fc3>x>^E<i^^t^i*> vvvt-n** 
»b*bb**. mm* as Lfcr^xcDssia-c 

fr*E*1-ft. t^-OMlSIHtf* 
aZ/T^yaAW^itStift. C©J:9ft^Ti4W» 

h^lt. cs**tM*Bsf P s^*ii'tta"t?sw*<ir 

l\ftCAS (Conditional Access System) tffcftu 
[0 0 2 0] CAS (Conditional Access System) 

i*, Eif8*a (3>t>*^) sx^v^n&au X 
^5v^*B<fc*>©aw^^>^t« ■ ks c)* 

tftcli, ic*-KOT«**W» i eft-Kir 

i*. Bi^fcdtifc^^^v^a (ksc) 
t-toor?— ^a (Kwk) awstastifti, 
[oo2i]fca^fl (Kwk) sasrfft 
t. B^aaw^w** 1 **®^' o-*a (Kwk) 

(Kwk) *n«tLrEflrt-ft. a-ifiiMuraa 
rft**7>^a (ksc) i*. a>t>yi«w 

££fcECM (Entitlement Control Message) ftlz£ 

^ifctti&T-^tu-caa-r*, ?-*a (k 

wk) I*. *a-1fl=a*tfC^« l ca-KOBSI* 
(ID) $tt»««tLt!|OEMM (Entitlement Ma 

nagement Message) K££t*Ttt&&-C2l«tft. 
[0 0 2 2] B»fc*ftfc9-*BI*. jESU-lfKE 

tfi;**lTl>6 J C*-KI=«M*nfcTX*B (Km) 

fft$*lfc:7*$a (Km) I*, ft! C*-K»l=«ttft 

@£<aa «@»ia) -cfcft* 

[00 2 3] (Km) It* \ C*-KI=B*« 

Rtfett^ Mtttifc^-^B (Kwk) 
LTE«r««d»-l*. jEBa- ^fl)fttt«OB (= 7 
X*a<BB) l=afcTfttt<&B*<t'7--*a*E«+ 

*. Efa^ft«a^t^b9-^ao^i^*i c^- 
»b (Km) «niLfca»»at»fTur9-^Bt 

[0024] a-^l*IR?»Lfc9-9a (Kwk) 



X^V?JU& (Ks) £©i#LT, ^#Lfc^<7 
7>^^£l (Ks) $mi>X^C77>^3>t>V 

(002 5] 

-$<D&£Ifiii:0>f-<tf>!~> ?T-£<D/V;r>n (Has 
h 1 0OfiS;Ct^fflC x r^l€$:J^tri^c c 

^itsifc/vr>i (Hash) •** / i>sua* 

0/v;/*>:l (Ha sh) BtJttSLr* -aLfc&SlS 
<ftt«SU filfflft»*«BLfcft. aZita (Kd) 

^9^/7^ (Kw) sa^Lfca^ffia**^*^!^ 

[00 2 7] LfrU (Jt*<D«*"C(*. &£a>xW 

[0 0 2 8] ^^(?)>^T-^CD«^^il52iS. =i>t 

lW-< h ttWBAfcaVT^VB (Ko- 

a) -CB8#fcU StlA©B«t«tt*St;>*"r-*0 

/W>ifiS^3>T>^tt^^ K&HJ8B (KS) i= 

(-&>£-) <D**£B (Ks) izttJCI-ftttHBSttMl 
BSnSftt&BVttLT. ttS»B*iSfflLTl*€:«t> 

ash) H^-BUri^A^i^O^xv^t-fi 
9 0 -StLTlvKI*, BA*W**0**T-*A<a*to 

inri^t^ot lt, ±i4a)ffiaB*fcttflxiiBw 

COa (Kw) Wl#<ka>T>^B (Ke-a) 
LT3>f>yfil (kc-a) ^IIU 3S$Lfca> 

r>ya (Kc-a) «ffifflLrstftA€«^r4ct 
y % a>T>s/B (kc-b) $$tfca> 

^V^CI (Kc-b) S«fflLTatfiBfl)S^Pl«Si: 
[0 0 2 9] -fi, /*t-*<&&5> ft^ifUKcfcS 



6. 03 (a) ICwTJSfc. «AI<3 00Hfl)«ttA 
£1 OORTJU?*:. ^f-^ML^ & 
SLf-^T-^b/vy va. (Hash) fS£Jt£L 

tir^fc/N-yv/j. (Hash) mtrnubo 

[0 0 3 0] LT^U 03 (b) I^r<t9|-. W*tf 
100 0R<DftttB£JU>fcAi=. 300R<D§*flACD 

3 0 0 R03IB Atf» $ T-* KOI vC0)§€£t££ 1 

ooono)stiB«c»Jcr*«iaturs^r& 9 -© 

Jft^ SHA^^f-^ N bA'VVi (Hash) fl 
StmU:t»t. BfflA*BALfc»l=a>T>C/a 
ft+M h- *&B&ftTSfcBBA0>/v*> 
a (Hash) HI*, **SttBO>ti0T'l*fcl^ • 
BB0>*ifl)fctTW*fc*iBttA^6B*»*&#i.fct 

$0@*t0>a (Kw) tflHWtaVf^fB (Ke- 
b) ^Lta>f>7£l (kc-b) M*»U 52 
^Lfca>r>^Q (Kc-b) £ttffll/C«BBS?i 

*i *8t*iS * * A * ftfc A ® 

300RU*oTt*^* 

[003 1] fi£*a>2/^-fAI=»lt*B*OTE«lBI=« 
Smi^-cttwr*. a.-' VIM hOBAK-fe'y h hv? 

(Hash) B6lt8U Sfc. a>T>y*S#tM h 
^SCI (Ks) |zttM"£finB£^M 
B8ilW«^«ymtT, B«fca>T>':/ffltt1M H 
©ttMB-CBl^rfffc/W^i (Hash) flSirOtt^ 

[0 0 3 2] BSttHfcttKJoTjm^B^fcaS&S 
Xfv^U, K5iB*fcttffl»lB««)B*©B (Kw) 

TBW<fca>T>^a (kc) sa#LT3>T>^a 

(kc) SfcftU Wlfca^f^B (Kc) 

fflL-ca«asw^i"*«iB-cfc*. *a<a*iA 
i=»«r&t©t?*ntf, *ttAo>a>T>^a (Kc 

-a) CD55l»^J:l/SJfiA0l?^li, jEAWWC** 

A < % >^fr-^6<§iSAirwJcr«)i^«t^ N ^t>-r, 

c-b) oBBfi*tfB«Bfl)ll*CTBfc'r«»at 
ft. 

[OO33105IC ji^-Tr-^fl)Bffft^^*93> 



a>f>7B (Kc) "CBWIbU ^T77S102 
TT, S»B0)/*T-** -feV^-OlifSCt (Ks) X 

ft, 

[0 0 3 4] a-tflM h-cr*. a«4*vC#fcW&B 

ft/iS*§Afl*£T-9^»b>v;r>J. (Hash) Bft 
St** * <W»B*W:**> * *Ic^tv^S 10 5 

i=iiWNb&1\ ^-t'v^s 1 oar. siba©»^« 

[0 0 3 51 a-tf+M HW0>->*-rA. 
a (Hash) B<nH£aa«>«H-' 3lvCBea)7a 
(Hash) fflSitWt* «» 

ttMBttW»fr&»yttLfcaHia«aHUC 
8?< «m»«S/fr« . Xf7^S203T?, 

uci*fc&* xt7^s2 0 4-c, staAic»i&r«)W 
*<ba>T>va*Baaaa (Kd) «fc(*aaa ck 

w) S5BfflUfc«#MI=*y* aVr^B (Kc) 
pj (Kc) rMAtB£t*u^^iSW^ 2* 

|- % ^f^'S206t, 

[0 0 3 6] CCD^OlC, »3>T>7fi2i!v^f 
ATI** a>T>V0*Mlfttt. B«tt^fl)ttft>W«l= 

^oit<DBaawit^$nT^^i^^ &*a>T> 



[0037] ±ao>aajfti=a»'c*s»ifc 
«a*tta^afcufc3>^>^E*^^^ 

[0038] 

a>TWK«1M H*&B#fca>T>y*MU 

yeatK h** a>T>^t3>T>^a-cBMibu 

jMbavt ^b^be/**-*****?*-*^ 
?s,aai::w*««* M=aar*« 
a«Hii-*a*s*u aiaa-*** hi*, flrss 

icssnaaKBfUba >x>va«©»a**s+ 

[00391 WSBaVT^BHWfA 
©-MMMWWC, «Ba-*»-f Hi. BEST 
SSflmtlXBSi ft. HBa>^WWI»«< ► 
ft« LfcMElWfca >t WBfcMW * 

[0040] s&u. **w»a>T>vae«vx-7-A 

0»WIH«MWie**. «Ei~*^-< Hi. 

[004 1] *^5)3>fyyE(i->^TA 
i*. (subKd)tfcy, wuavf>v 

(Kd) ■CH«fcLfcttT-*fei-ifV'f M=i»«t 

Q (SubKd) <D!SHHffl3£fHTU ff|S£-y-^BEjiC! 
(SubKd) *ffll»fc«*«HI=*y. =3>t>*v£! 

[004 2] #JSM«ia>fr;Kav'AfA 



i*. visum (subKd) -c$>y. fij23>T>'v 

KffliM hi*. ffJEt)-?E£a (S»bKd)S.Si 
n=«K=H«*Wi;«»« (K i ) -caait 

i^a^— * £3.— n:ans-r*«aa$sfti"«> 
««r*y, nai-w-f h*. «E«*»*«>*a 

j$il£S*tU-C. **>«***aEB9IB (Ki) s 

ffli»fca^aai=*y. ims-y-^Eaa isubKdi 

<WW#Mja*«7U «K??E&B (SubKd) s 

[-00 4 3] 4 61=. 2 fl)»lffil*. 3>T> 

box. 3>T>f S3>-r>vBfe»s^ti-fe»8^k 
t$3.--»f-y-f H=ai«-r*ii:ti:. 8uEna^(ba> 

i=Hi-*s*i**a-— n=snt*&® 51 *^ 

L. mEa-^-f hl=*Sl>T. UE«*«»*H» 
3**15 U trawaanaat*** ur. «&• 
«S*-f-*«N=***i.*10Ea51fca:/T:/:/Ba>» 

^saii $• jg^-r * c & £ ftiai: -r a =• >^ > "VEsaa 

!=£>•&. 

[0 0 4 4] 4 61=. 

JSttOWsfe^t. mSBi-tf*-f hi*. fUB«W* 
LfcffiEaafcaVT^BfcWE* 

im h©«i«B$aaLfcWE«*«>a*B&«»fcKa 
staff u tttt«»ai=fct»TS««>-a*fti*fct 

$«afcf 

[0 0 4 5] 4 61=. **W«3>f>7K«*li«)- 
IHEA— HI*. EE^tta 

A<&a&ffi*8i=*-3 < L-cssssaa^ft 
i>t ^ t -r i=» u-c^js Lfca*««a t a«+ 

[0 04 6] 46l=. *56M<D3>TWK«*5ttf)- 

(SubKd) TJ*y. Etta>T >'VE«-* 
•f hIS. «E*^E2a (SubKd) £K&S (K 

d) ■eiHitifcaf-?*!-^'' H=aa**a 

aSHfrU, fflEa— f-tM hi*. iBES^SSaaa 

BEasft^ttT. taasramEEsia (Kd) «■ 
fai»fca«©ai=*y. ee*?ebb (SubKd) 

MMtaaSBfiU EEt^E&B (SubKd) £ 



[0 0 4 7] 4 6l=. **«»a>^>VE«*a«- 
5(ElSffi«l=i3l»-C, ttEaVT^fa©l»ikW*. * 
?Ei£B (SubKd) Tfcy. DEaVtVfEIW 
<f hi*. b5E?7E&B (SubKd) e. *a.-** 

-c M=aai=E***ifcawa (k i ) -c6§#ibLfca 

T~5>£a— hl=i3Hif'5S!iaSS»Tt. ffJEa. 
-tfiM hi*. fiUE'E^lfiWKKfiEflS^tLT. 

»ftflHrt-*«Ea«a (k i ) trnffca^aai:* 

y. fflE^E&B (SubKd) 0>SMWtt3££ti 

l, siiE^^Esia (subKd) im+.mmiz 

[0 0 4 8] 4 61=. **8<BSS3«>«»ffil*. fi^lta 

>t wo«#«aa £ £fr* *t— s> saasai-c & y . 

a >t >«y<D«^«iaffl©a >r i/-ya£«#fc LfcBg 
T-^t^^T-^OM-vvafill^-r^^* 03 

■C. ii)ES€*4fc7-*4M=a*n£fflEta*t<ba>T 
>«i»IWIISSHit4f->M i a^* : 

t s^at'T'&T— ?«jasai=&£.. 

[oo4 9] 4 6i=. «e«<0T-*«asiw>-*« 

jM*i=at»-c, mET-^wa^Ki*. ffises^s*03 

£B*aJ: ft. HBa>f>fB«*'f h*6»SL 
fcBE**fca VT>'yatllilE> f t-9 i Sdtx 

* h©4rtMKaai-fcBE«*<M«Bi:fl>ttB»a 
r. «EB«ba>T>fB(»a»»a*a<Ti-*aa 
[0 0 5 0] 4 bi=. ttWHttw-aw 
roa»««i=a^ < ts^«w* a« uraaaaafi 1 

[oo5i] 46i=. *aa©T->«wBffl®-a« 
atta=at^-c. »aa>*>fa©a*tt«tt. tt-^E 
(subKd) -c«. y. siiET-^jaaggfi*. ta 

ES*S«ro8iiLfi2a*£)**l-.t. *»»at4Ea 

Gt (Kd) «ffiofc«^aai=*y, fiE-*^Eiia 
(SubKd) owiiffiasiiftu. aa-9-^Eaa 
(SubKd) &fflofca^®si=*y. a>T>-va 

loo 5 z] 46i=. *«a©T-*affiSH»-aa 

ffi»ic»l>r. BiiEa>xV'VlilOTl^<biai*. 

set (subKd) ray. mET-*aa*Hi*. a 

m (k o *at^fcaaaai=j:y. «E*?Eaa 
(SubKd) (Tjss^ffiasiHTL, ase-9-^Eaia 



[0 0 5 3) *ftH<DSU0>fli|ffil*. BWIba 

□ vf^'^ittffilffi^ 3 >T>?B*BM<bLfcBt 

t, »B»*»*T-**i=**ti*inei«fc=»>T 
[oo54] $bi«* **w©T-*«w*a©-KiB 

ffJie^TW&fSIM hO>ttMB*iM!LfcttE 

[oo5 5] **wor-^«as*i*^-*tt 

BHW=*5l»T\ BET-*iM*Sfcl*. «E* 

[0 0 5 6] Stele* *»B© J r--*»a*tt©-Mi 
rVVfitOBWIbiatt, t^BSB (SubKd)tfc 

y, nEa*»*«>*ii«tteft»i:ux. **>«** 
a (SubKd) sm*fc«#«i3i=*y. a>w 

[00 5 7] *£W<DT-$»fli«;*&a>-*iS 

■wisfcur, «ET-*»a**i-fe^^» *jE3> 

T-WCt^Bi^fcCItt, (SubKd) 
y, IWSK«*»Wl*tt*ft*fcL-C, ***** 

&b»ib (ki) t»^fc«*«w=*y» ffiE-*?E 
&m (SubKd) ttnaaaestffL. mw?&& 
£i (SubKd) sffli^aww^y. 3>r>y 

[0 0 5 8] *»WCO»50)Wffil*, Pi^b3 

fcot, n>x>*yoBa#«asffl0=i>T>7a$Bi^ 

fcLfcBi^b3>T>VBfc* 3>T> , >0)flJfflftf*S' 

«>tttiE«3£*ft»fc ur, mE»««*T-^«US* 



[0 0 5 9] fcfc* **W0J3>ea-^ • ^ a ^ A 

Wa«»»l=*-3-Ca«^ltEtt3>tfa-^ ■ ~}Qtf 
[0 0 6 0] telcMfeflgtt* t$ft*>fi)&i*, 

«ar***TO*««^*wi-*Hffii=ai^< * y» 

[006 1] 

[»W<D£tta>J&«] I^f J*«B] B7f=*««fl) 

h2 00^>x>76£1fgli 2 3 

oic^t^TBS^b (x*7>?MiHit**fc) s*^ 3 

>x>^&fl$2 3 0^£&{i»Ll* -f>* — 

[0 0 6 2] a—«f* -f M 0 0fl>g«f«1 2 
a>T>V5£il^2 3 Ofr^flBaisT-Sf gist* 6& 
£-f>*:7x-X£iIx&o MfIx-^ E t > 0>3>T>y 

tendon 1 ot^, f-*aa*«i 1 o^gfis 

B1 2Orai*01*l*l EEE1 3 9 4-f >^^x-X|- 

[0 0 6 3] T-*«M¥B1 1 Oli, £fl3>^>V 
0S«fflEte»fl*U*«*l* HDD ** U *bK3 

>f >'va)«^ffia^fssfif4B»^fflS»t lt<d 
;n 1 5l*. *«<*B4U1. BKft3>^>ya>a^» 

[0064] a:/f >VE«»2 3 0l=*oTK«*n 

•vK(ifia2 3 0tc{s^4ni>- 3>f/;Hia2o 
liftBfl)3^f>7^'W«^a>f>7«aL 



[00653 tf— t'XS5!*>? 30 01*. ^fUV 
-t?>*3 0 0l*, &5f=*&CT, H^^tifcfilS'^-^ 

im h 1 oon-f-sflia^ffti 1 ouaHS-r*. 
too66] ?-tfxgHi:>?3 0 0«t:i-tf 

^H00Of-*W»Sl 10t«M«)T-*ii 

^^O f »25iI^I^Obn*^MSI^ff{ilSSiE^4 0 0 
ir«fco-Cf£f7**l*. -fe+^tS^-JH 1 5(-l** 
WffiBOB"^ BK®4 0 0fc*oT*ff$ 

-tfX^S-trV* 3 0 0. laVTV^SgGMI+M h2 
0 0lc»LTt»MI!lHW«*ft1"«« 
[0 0 6 7] -r-frffia^fai 1 Q<MnfiL£®QI^ 
1% T-^WHWft 1 1 oi*, -fey h hv^'K^^^ 

3SfflT*B£5£piU a>-r>^3pjfflftl^fi£1"*3> 

^iiiifi-r^ii^e^-r^o tf-tf**a-t:/* 
[0068] laeic^i-T-^flia^ai looairt 

^ CPU (Central processing Unit) 1 0 1 ft. t— 

9ffia^ttflxs*7^ft*?ny7^M5ftMW*fik 

L\ RAM, ROMS*0)T-*Ete^8. fc<fctf-t!*a 

-^fKassai. ats i/f 105. ioe$^Lt:f- 

[0 0 6 9] ROM (ReacHJnly-Memory) 1 0 2i*. 09 
AtfCPU10lA<3gft+6?°*7A, &$IM*S«* 
/\v>-^tUr^@^T-^*tS^t^o RAM (Ra 
ndomAccess Memory) 10 31*. C P U 1 0 1 0&MK 

[007 0] HDD 1 0 4l*/\— Kf ^X^©WW$a 



[007 1 ] -fe+aT^yHH 1 5. ivb^SAM 
(Secure Application Module) |::£oTtilfi£2f*l£Bt 

^atUMna, ■•f-t"xOT'b>*A*ftfl>BaMi 

B»a**«H"* fc B§^/"«*HtBM 2 2ii, cttb 
flgMt'J 1 2 3l=(*, Wttl!*a7*';a-^ 

WMTOBSI* (ID)* »«a*waift*ft*. MM 

©12 11*, •b^7 : EvaHU 1 5rtK&*&aO>M 

[0072] iHS-OS^x-A (l/F) 1051*. 
*vhhv?tf***, SMSB, TV, ||£KB*, => 

*aHic»ait*-f>^7x-x-c&y. #i*j*i ee 
^7i-x (i/n io6i±, ^-trx«a-b>^i: 

[0073] [3>^>C/B*»a«1] =J>x>^E 

(S«aa«fl)BMSB9*^BLTSJiwT6* swfefflK 

»ra>T>^E«^"rA-Cli, K2SB (Kd) ^ 
tf-tf-^EftB (SubKd) 

[0 0 7 4] HBfcfcHTI*. A. 1t-tf^M-b>* 
3 0 0lCfctt£5&Sf (a 1) . (a2), B. 3>T-> 
^MMIM H=fclt4ffla (bD ~ (b5) , 

c. a— if»K H=*5it*©a (cD - (c4) 

[007 5]^f, A. th-fX^-b^^aOOl*, 

ssi^ei (Kd) 5oite*t;^^KaB (SubKd) 

5 0 2££f£U Cft&iroi^TflfflafcSSfil"*. tr 
— exSa*tz>*3 0 01*, C*tbCD£!£Sl&l-&^ 
b» ^-exfa-b>^3 0 0l*, (a1) 0) 
SaatLT, (SubKd) 502^, 

g| (Kd) 50 ^X'&^ib?{)&®£i^ i ± : ^<> 
[0 0 7 6] Bl^«S(D7;U3UXAfcLTI*&ll0> 

8i^7/U:f MXA-Cfc&DES (Data Encryption Stan 
dard) ftVR-Ctt. S±ttt«rfcW=DE 
S7;U=f , JXA£3mU:LTflia£m?3 h»J ^DE 
S$®mLTtcfcL^ DESa^b»aT'l4Bfi5 6e 
yhflfiSBRlU h'J^UDEST'l*1 1 Ztf^ K0> 

^3oo(*, iafflrw»<b*sticjci:fcBfto)KaB 

(Kd) 5 0 1fc<fctftf?K&B (SubKd) 502 



[0 0 7 7] (a 1) 0)fym<D&&+ (Kd) t? 

*u Enc [Kd (SubKd) ] #±j£Sft£« 
tEnc [a (b) ] f** b £a "CBWib LfcT-* $ 
jFt-tCDt-T^ B8*Ht*7ffi&fiiEnc [Kd (Su 

bKd) ] li. a>f^SSK«^ h2 00|-*wS 

*ft&. 

[007 8] Sfc, (Kd) 

2) co^nttT, esaira (Kd) soighwim&s 

(DES) ^7Lt3>f>^SKil^H2 00 

T>^saffiis^-f h2oot, tr*SJHz>$3 
oonni=tei*r«SBttflwi**f7i- sso^jk^^ic 

[00 7 9] ?-tr*flNl-te>*3 00l*, K 
&£I (Kd) 5 0 1 ^3>TWf1|ffii— tf^UTStt 

fit^MHitBSUrtt, a^TVVWWHW'-f H20 

ma>m-£.fiL'*Z>*v va>B£®ELT&i£B (K 
d) £K^bLTa«T*-fc*<»*U\i 
[0 0 8 0]^i:, B. a>T>^W^lfi£iltf^ h2 0 

K2 00I*, (b 1 ) C0©9i:Ur, a>r> 
•y^BS^tTifc^OaV-T^^Ct (Kc) 5 0 3££ 

£fiM-*„ 3r/T>yBfc**«*1b«iaa<#l*tfDE 

sBS^<biaa"c&-6»*iiBfi5 6 kb£!££/*l 

-Ca^rVyBfcU hM ^JVDES«>«fttti 1 2 1£ 

[008 URIC 3>TWSSffilttt-f K20 0 
I*, (b2) (DSaUfcLT, £/£Uc=3>7">yB (K 
c) ifflt*T3>T> 4 V<0BWfcj&9SKf7-r6. Bl# 

fflpJ6&*C&HK DES (Data Encryption Standard) , 

H9L V%mt^>7->V : En c [Kc (Conten 
t ) ] 5 1 itf^tfc^ft*)* 

[008 2] 3>T>yS£Ktr*H>2 00 

ii, (b3) o^mtLXs ^-tf^ea-t>$3oo 

A^ailUfcBg^b^tlfc^^KiiBf 1 -^ : Enc 
[Ks (SubKd) ] £-tr?S/3>BK st'ft^t. 



-tf^K&ft (S u bKd) 50 2£©#-f$ M 
[00 8 3] ^i:. aVT>yWMM1M H200 
(*. Cb4) ommtLXs ©^Ufclf^EiiB <Su 
bKd) 50 22/SIN-C SVtWB (Ks) 0>BH 
1b«aaS*ffLTB8^<baVT^^BT-^ : En c 
[SubKd (Kc) ] 51 2££ntt"£o 
[0 0 8 4] a>r>yttaKfi1H' r-20 0 

li, B»fc3 >T VyBT— ^ : Enc [SubKd 
(Kc)]512t, flttHlflk 

tflfltfjflT-?. tkfr*>s <Enc [SubKd 
(Kc) ] $) ^b/>7">a (Hash) fifi 

£it»U 3>f>»>SSMe^ h2 0 0tf>f*&C! 

(Ks) £ffii*fc»*£i*«ra cbs) ^t-t^u * 

XAT?fe£ECC-DSAl::#oT^fT£ft& 3 
[0 0 8 5] a^x^yffSfiafl^-f K20 0I*. -tft 
(DffiIll-^^r±ntL^Bi^r:3>-T>^ : Enc [K 
c (Con t en t) ] 5 1 1 , «*«SSJBL/l:B» 
^baV-f^VQ: Enc [SubKd (Kc) ] 512 
5 2 1, 33*1/. tf-tf 3 0 

Oft^fttStfcBS^b^^ffi^B: Enc [Kd (S u 
bKd) ] 5 13, ?f>IC. ziVT>^B9K«-9--f H 
ZOOO^MB (Kp) tttMLfc^MBttWff*^- 

[0 0 8 6] ±E*T-^*SH2-r*3.-1f^-< 
2 0lz^t^T J f-^S;ii^ : f^l\ ft«T-**T-$ 

tetlteft*>, 

[0 0 8 7] 09 "CI*. CftteflfttAr-* 

(c 1) ~ (c 4) tlt^ltt^o 
□ _ k 1 oOTIi, (c 1) 0>fl*g£: U*C. a> 

Tw*aia«it-f h2oo/)>bafit^* : s©5i^^ 

LfcB|^fc3>TVyB: Enc [SubKd (K 
c) ] B12fc>>-f-*5 2 1«)»*Btt»B**fi 

t«. »*»K»att, statfc^BBBttwa 

HC=*y»^fe«*a^« SfgT-^-Cfe^ (Enc 
[SubKd (Kc) ] +^^x-^) ^bAr>i 
(Hash) mttUUz&%ttf-&t$>t^fr\-* 

■f-^. "TftJb*. Silx-^^fc^ (Enc [Sub 
Kd (Kc) ] +>* J r-$0 <D5ftE/)<^l^^JS$ 
ft, ^SaSA-r^^CD^tT^^^ft^- *«ttSIEI= 
fe^r^f-^^-aU^A^fci*^!*. ^~^»E(0 



h 1 00X1*. (c 2) (D&mtLX, =J>T>^«S 

c [Kd (subKd) ] si 3£, ^-exfa-trv 
$3ooA^asufcEjia (Kd) solera 

*MS3mU (SubKd) 5 0 2$© 

[008 9] a—tflM H OOTfl*, (c3) 

AffiH^Lr, a>T>^S8Em^ h200*€>* 
flL/c?t^ik=J>T>^£i : E n c [SubKd (K 

c )] 51 $td)(c1) otmxwftU-viE, 
□ >T>'vei (Kc) 5 03*w*-f*% w0ffi#«as 

>T>^£|: Enc [SubKd (Kc) ] 51 2"C& 

[0 0 9 0] #1-, a-+f+M h 1 OOT'fi, (c4) 
ODSQIitUr. a>f>7Safiii^h2 00/l>ba 
1IL/rBl#ib=3>T> % V : En c [Kc (Conten 

t) ] 5 1 t 5E(D <c2) (D«BSr^#tfc=J>-r 
>V& (Kc) 5 0 3*ffllvcMfl«£*7U ^> 
TV'V (Content) 5 20^Mt^ 

[0 0 9 2] ±aUfc«QIH-l3t^T, 3>f>7OT 
fm-t^-T H2 00I2. B|-^<k=3>X>^gt : En c [S u 

bKd (Kc)] 5 1 2***T-*52 10fl*fl>T 
-$^bnr>a(Ha ah)ffl*lt9l/C* nl/r^V 

t SEdiM hot&ffia (Ks) ri€5a*i£fc-fo a 
-+f«M h 1 oo-c»7-r*»*»tt«Rai*. shit- 

?"C&£ (Enc [SubKd (Kc) ] +*?T- 

ft, atttXT^^atwOT**tttt\ not. a 

[0093] t3>T>^EiISaS0i]2] Sfetr. ^2^ 

a -+f-*.f HC*tLTK££i (Kd) ^cuirac^s 
< % fci-*tf|c^fta-tf*©HMafcau 3>t> 

it3>x>^t^tii^a-+f^-r n;E«r«v/^TA 



[0 0 9 4] ^|<D=3>t>^E{IvXtA-CI^, 
Ei£SSI (Kd) *5JH/fl*iB (K i) Sffil^o fc'it 

(K i ) I*. Htta-tfl=MLT*-tfxWri'** 1 

a (Ki) zmLT%&±-w-m*tM%*t 

h. a— tfl*, (K i ) gMBLfcl C*-K£ 

-f-$$nili£&l 1 0 (07.08^.1) U-b-vr-L 

(k d $affltf=«aatS!T-r*o ws-tf 

;ui 1 5/)<f-^M^Si 1 oiiftbTfcfla^&fc* 

[0 0 9 5] 01 0*<HHLT*£ffiCWKfclt£3>T 
>^E<Sffi30>*>-<r>XSI5lWt*. EM OKf*. til 
2d9XM«i fcl§HI, a. ■9--trx«a-te>^3 0 0i= 

fc(7*Sa*! (a 1) . ( a 2) » B. a>f>^filE 
«1M H::*5it*«Hi (bD ~ Cb5) > C. a-tf 
Hcfclt6$a*f (cD - (c4) ^Ltt^g 

[0 0 9 6] *1\ A. -*-lfXWI-fe>* 3 0 0l*, 
(K >) 60 1«*^^E2ia (SubKd) 

»» (K i ) li, HWa-tfaftUfcCTRfta-tf* 
izttfrtZltovto 1 )* «tta-lfi;«Lr«liLtf l c 
*-K*fl)*^-;Uf=«*i»fCE*LfcW^ A. * 

4. £f-, ^3f&£Q (SubKd) tt, &fi="> J r> 

5„ ^-tfx^ii-t>^3ooii. cftk<aa£*t&t~ 
&^i>t£j£«> 0 -y— tfxtra-fev#3ooi*, (a 
i ) coftiat i/c, &©#ia (Ki) eoi seh-c^ 

-?7E&£! (Su bKd) 6 0 2£*S<bT*ffl3*t7' 
A. tfx 3 OOli, Rfta— tftt 

lCJ5Cr^fiJc^(0niS(Dfll^)f3 (k i ) 60 1 (i = 
1~n) £BffiLT*:7E£8 (SubKd) 602£ 
Bf^HbU nBOBl^ib^^EaS: Enc [K i (S 
u bKd) ] ££f£1*€u 

[0 0 9 7] m\t&®<»7 i^VXAt LXlt&W 

Bi^7;m"';X^T'$)-5DES (Data Encryption Stan 
dard) KMT»«. S£tte»1"fc*>KDE 
ST;U^'J 3 ttl= LX«ttaSff<f9 H 'J ^ D E 
s*afflLT**t*. DES«*fl:»fClttl*5 6e 

5130011 Bffl*r*Bi#<b*sticfl;i:fcHftfl)fl*jo 

(Ki) 60 1*5*tf^^l2aa (Su bKd) 602 

[0098] (a i) ommotiZs niaoesia (k 

i) Xtt%\t®®*M:V7&&U (SubKd) , -T 



Ut>*>* Enc [K i (SubKd) ] (i =1~n) 
A<£fi££ft£, n^tDBS-^^^ffi^aEn c [K i 

(SubKd)]!*, 3>ir>^«III2f3^-< H2 00 
lC|E££ft6„ 

[0099] tf^KSB (SubKd) 60Z\Z 

fctf). (a 2) 0>MtLX. *?K£Q (SubK 
d) 6O20)Bi^1bffiH (DES) ^^LT3>T> 

•vBneeiSit^r h2 0oc:tE£t6> cc^i«^(DBi^<k 
aturi*. W«a>f>^tW«^ ^200 
^-tfx«at>* 3oorai=fci*Tffl2Btt*ra 

s ) swHTftcttfr**. fcttv*»**<*3ii=« 

[O10 0]^C, B. h2 0 

+M r-2001*, <b 1) CD&HtLT. 3>T> 
»V*«^bt-&fc^H>T>^a (Kc) 603$1 
fttb. □ VtZ/VBI*. Sl»*±Rttl=«3t*T«^L 

£/&T -5c =" >^>*V£!l-J: &Bg^1fcflllI*W«.«D E 

Xa>T>^CItU, MAUDES 0*8 £1*1 1 2tf 

h©afi«*oa£3>r>^atLr^ar6, 

[0101] ^ >T>y*JIK«iM h 2 o 0 

i*. (6 2) omtLXs ^fi£Ufc3Vf>Va (K 
c) Sffll^ta >T> , yfl)9tftffla$Sff1'&. 

^RlfiS'Cfcy, DES (Data Encryption Standard) , 
* tzit h ] ) ?>\> DES tfmmX # * « C GOBg^<b©30> 
ISfg. fll^baV-rVry :Enc [Kc (Conten 
t) ] 6 1 1 A<£/££ft£. 

[0 10 2] £bK* ai/TVySMBfi-tf'f H2O0 

i* % (b3) ©fflatur, ^- tf*f 3 oo 

A^aiSLfcBl^b3F*lfc^^Ei&aT-* : Enc 

[Ks (SubKd) ] ^-;v3>8Ksttt^L, 
(SubKd) 602£$H#-f6«, 

[0 10 3]ft£. □>t>^1SS£{S^-< h2 00 
\t. (b4) ©flSSfcLr* E#L/i^:7E&£t (S u 
bKd) 6 0 2SfflOt» 3>f>7l3 (Ks) OBI^ 
1b5!i?l^^?TUrBi^b=3l/T>7a j r— > : En c 

[SubKd (Kc) ] 6 1 2 

[0 10 4] raVrVy'&JiSetS+M h 2 0 0 

I*. Bl^baVrV^fitx— ? :Enc [SubKd 

(Kc) 1 6 1 2t. ffttffiML =3 tf-MB««*0)ft 
II^aVrV'VMilWfflttiaA^tt^^^x-* 6 2 1 
k<J)W?3<n j r-'? , tUt>*>* (Enc [SubKd 

(Kc) ] +>$-r— $) /)>b/N^*>^ (Hash) (1 



SttSU 3>f>^SEil^h2 00(»W 
(Ks) ^ffll^**4flc«Wl (b5) SSftr*. 5 

XATrfe^ECC-DSAI^oX^fr^^^. 
[0 10 5] a>Tl/VB3i&fg+K r-2 0 01*. 
oaaiZ^-DX^jSLfcBWfca^T^-/: Enc [K 
c (Content)} 611, »£*UI£fii L fc8g^ 
<b3>T>'yQ: Enc [SubKd (Kc) ] 612 
fc^f^62K fc£0s tf-fc?X«*tr»3 0 
0^6»ILfcBS#1t^^Ki2ia: Enc [K i (Su 
bKd)] 6 13, S&IC. 3>f^«K8« h 

-VIM HcWtTKB-f*, 

[0106] kh* mmmavvmuzCAs ceo 

nditional Access System) l=fcl*T* *SJfi«fl)«« 
?MMtM h2 00**J.-tf-*-f M00i:Jtl 

ra«-r*»€«MtatfcBWib3>T> , sya: En 

c [SubKd (Kc) ] 61 2***-r-*62 1 
It, □>fyVf8ffi«SitECM (Entitlement Co 
ntrol Message) * UTi&Sf 

6. a>T>^fiffiffi«^ h 2 00*&:i-1f 
^HO 0lC^LTiSISr«»BS^b-9-7Ei2ia : E n 
c[Kl (SubKd) ] 6 1 3l*. *i— 

rt^ i cA-R&awn* (i d) *w»««fcL-c» 

0 EMM (Entitlement Management Message) ir^attt 

[0107] mz % ±jeftT-^*attr«>i-**-f 
h 1 ooic^ct^sa9i"oi>*c^r^o a— tfiM k 

1 ooT-ii, mmM.ztzit<< >*-*v momm* 

fBL&ltLXmiM* H 1 

2 Oir^t^TT-^Sm^i^tV SISt-S^t-* 

1 o©«*tf/\— K-r-rX^*0)I3IB*tt^-a 
f§tA£ft£o 

[0 1 0 8] 01 oti*. cftb0>f6tof--si~#t*& 

(c 1) ~ (c4) fcLT5Jtl/Cl*& 8 £ 
t* 2t-*f*H M 0 0TI*> (c 1) <D&SI<fcLT, 
3>T>^f SKII^'f h2 0 0*b»fBLfc»*fflS 
$tfiLfcBg^b3>T^*>et : En c [SubKd (K 
c) ] 8 1 2fc**T-*6 2 1<0**«ttffla*»7 

»*»Kfliffltt, ft«Lfc'i*MatW!S 

a$afflur«^/itt*ttt. ft«T-^-efcft (En 

c [SubKd (Kc) ] -M^-S) ^bA7*>a 

(Hash) «tit»ufctt*t*-ar&*s*i=* 

SfST-^T'fel> (Enc [Sub 

Kd (Kc) ] +/^t-*j ©aatfttt^fls* 



gi«!7-f 

10 10 9) ssgiii-fitaf ^-wj 
noo-cii. (c 2) (Oiaattr. avrvyss 

B«1M h2O0^6«lUfcl»fc^KaU»: En 
o [Ki (SubKd) ) 613*. 

$3oo *> e>* *>afi;Jf*<»(S»ia (•< i ) eoi«ffl 
u-caw«&s£3MTU +>-?E&a (SubKd) eo 

2 

[0 1 1 03 3>TVi/faEfi1M H200A^S(t 
t&Bg#1t-9-?E&a E n c C K ' (SubKd)] 

6i3i*. a-*ai=J6i:fc 1 ~nfl>*asa-«Wtt 

i (SubKd)] (l=1~n> l=l*ftT-9«=» 
1;^7?ya-)l' ( t Cfc-K) Tit. §5.0) i C*> 

[Ki (SubKd) ] T-froaRffiS^itT. 

a«s titi«tt*3Wisa (subK 
d ) i i=auc. ic»-Ki=«tt«nfc«aa (k . 
i ) $afflufca*ffla*3«Ttx^^Baa (sub 
Kd) ssmts. 

[011 a-WH00t«. (c3) 

(ItfcBl^<t3>T>'Va : Enc [SubKd (K 
c) ] 6 1 2£. %<h (o 1) <&ffi8T?«»Lfc-9-:7ia 

aa (SubKd) 602tiirtiHMtwiu 
□ >Tvya(K 0 ) 603**»r*. c»a*aa 

<0!M7»»I*. «»*T-9+l=»»*ftfca*ta 

>f >7EI: Enc [SubKd (Kc)] 61 2"Cfc 

[0H2]*i:.i-W ,100 ' cl * < (c4) 
<MVlf£Lt. 3>T>->SSieiI^-< K2 00A>bS 
(iLf-Bt^ba^f : E n c [Kc (Coo ten 

t) ] 6 1 1*. 5W) Cc2) <DW£X'M$U:3>T 

(Kc) 6 0 3*ffl(-*ra*«iaiSffu =>> 

T>-V (Content) 6 2 0£?S$'*"&. 
(0 113) WILfcaVf^tt. f-*§SfS1 

[o 1 1 4i .tasLfcsasff'JKfc^rt, a>T>ve 

JfEfttK H2 0 0li, BI#<b3>T>'Va: Enc 
[SubKd (Kc) ] 6 1 2t^f-562 1ffl» 
£0)7*— 9jiMo/vyv.3.(H a s h)IS£»+S L"C. =>> 

t>v«aBe«v-f howaa <k S ) -t?3««as£i£ 



f. a.— k 1 oo-c3mt<&»*fci*aait. a 

(iV-fCfc* (Enc [SubKd (Kc) ] 

ira+fcasaatLtafiSft*^' 1 ** 

»ur, aMx^^aWMwasft*^ a**' 
a >Twa«)tt». a >^>vfl>«**°Fatti=ft 
y . * je e n i/r > v ofiw i*» a ^ ft * - * l: a * • 

[0115] mm (K i) 60 11*. a>T>?«a 
EtSIM K 2 0 0i^£iE$<ia.— ■f-tf-f HO0l-(W* 

Bfta**a7*s?»-* («*«ic*-k> i=aa 

a$*i&wilc«J:y. »»ttlfiJfc*ft*. 

tone] «Miw>f a-^fc**^* 

it. aaa (KO £. a 

aj^siw^aavTvvaaEe*-*' Hia-rct 

< . Bt#<tn ^ > VSiii m* * ft . a >t > V t 

sKm-*-* nc«i+se»ia (k i ) <j>Sc£S«<*sii£ 
atx* ^ t tt < stfl>a*w«Jtsft- 3 >T>-v<ofti5 

[0117] [>?x-9«*^a>T>-vai~5'1-r^ 

tsaai hi ii=. **a»«*i=fi«'^»fi*ft* 
a^s*ro«aus^<a>r> , v (««) 

[o 1 1 a] @i 1 (a) it. m\,w>T'~>vmm 
«. t«t*»*»*aa«««it (ok) t. ai/Tvy 

■gsEii^-f K-cit. a»««ta<j>*T-*. 
B«ia (SubKd) -C8i#fcu=3:/T>vai=ar 
5/vr/i (Hash) atitau. <*sa (k s) e 
ffli>rs**±«t. a— n=a«t*. 

^E^a (SubKd) It, 62&a (kd) *fclt. 
«Ntt (K i ) CJ-aTMHMsSftiaWfc** 8 *" 
t uxa.— ft< Hrj*a*ft*. 
[0 119] a-l/^ hflt. ai^ib^^EiiiasrE 

i*a (kd) esia (k d ic<»:or«^L, 

•9-^Esia (Su bKd) *S2»L. aVT>V(S5a 
A)|C«fu1-S3>T>*>a (Kc-a) £Bg"SHbLT 

i^Eaa (Kd) watfc-w^Beaa (subK 
d) ■ca^ri>=.ti=*yai#u-c. $&tc. esq 
(Kd) uft^TB3^ta>T>yaroeMtsa8££ 

fi-T*C<t:UJ:y. a>f>'>a (Kc-a) 

L. ffi^Ufca^V-ya (Kc-a) -CBl^baVT 

[0 12 0] LfrL. 09. 01 0$fflt^TlftWUfc<t 
die. EiHa (k d) rfclt. ®»ia (K I > ICkat 



[01213011 (a) 0«^l*- SMAlnWTft/ 
^7?-^i:SttA0DB»<t3>T>VlSI (Kc-a) l= 

H*a*«H*a>T>?«aKB1M H>**HaB 

arft**T-*£#fflAtf>BM<ba>T > % >a (Kc 

l=ttft. Ito-C. M)A?v1tLX. Ud) 
g-fcl*. BSUB (K i) |rJ:oT«#fc*ftfcBHHb* 
?KBB©WaBtfM7**i. *6I=W«W w 
9, 1 OfclSltft tc2) - (c4) ) SSRLX, □ 

> r > v<nif±tm » t ft ft . 

[01221011 (b) <D*ft£tt. S^Afr^tft^ 
^fc«t8A<0BMfc3>T>Va (Kc-a) 

fcffiaficfcorw»$tiftfflt^tt«t^^»7j*i 

HZfclzftft. aE**ifc> 

i.ta a(7)^*o)> *t-* tittAfl>fli»<ba 

^ (Kc-a) ica^^rs+»ufc/N--/ t >atti^ur 

sft#& uxat7^ttfcftft»w^^Sjaia<Da«a 
B^smSiM*. $bi=*a«aa (09. louaitft 

( C 2) ~ (c4) ) «.SfT3FFr«^ttM. 3>t>'V 
<0?|£a<=FRjft&£fcft* 

[0 1 2 3] 01 1 (c) WBAII«rft> 
^f-frfcSHAflBWIbaVrVyB (Kc-a)l: 
Sfr*ftS*»!iE£5SfrU **«IilOiajll=S^^"C* 
ifc<7>a>irW (§*flB) 0WB*tT«$5fc1"&H"C 

#<D«iaflWcfcft. :o)«^, a.— tflM H?«fr**l 

-6«€ttffi«aai** §MAfl>*T-*£§*8A<7)Bg-S| 
JtaVTV^B (Kc-a) llfi^tvCitS LfcMyv 

attfc, s^i^LrttBHasafflLfcjaa^orw 
H4n*afc©ttttfcura«r**i, c«>itKa*=s 

uc. nsaa tfci*. ana « i ) ic£ot 
Bg^ib^nfcBS^fc^^iBaiaoa^ma^*^*^ 
4. l*u »»ufc-y-^Baaf=*o-cwwf»Fi* 
aa^T^yai*. *««ai=*atfcawAu»t* 
=>>T>^a (Kc-a) t»fcy, tt©a>f>v <w 



*I*8*flB) ©aVTVC/a-Cttftt*. 

ir**nfta>T>*>at?fcy- wa>f>^M 
i«frit**u 3>T>^a>^jEHJffl*M#a**ift, 
(oi24]ii2c **wfloa«aB«ae**i 
r*a^f-^w«aairoi*Tttw+6B**^ 13 

$ % V^imU (SubKd) XBl^bLfca^TW 
HII-^Tft/N^va (Hash) B«tWU tt«8 

(ks) tjnivca«£i*u a-iw n=aa+ 
4o u-TKaa (SubKd) e&a n* 
d) *fctt, BHB (K i) i=*o-ci»fc*ftfc«* 

[0 1 2 53 a-+f+M HiS*tt8iE&a>T>^«a 

e«^-< h©ftiiMiRW»^&»y*^fc^aata^ 

§i^A(7)8g^<ba>^>'V£l (Kc-a) IC»^t^tt 

Btfc/\9^i^ MicMtTftHBeaatfca 
ai-j:oT©»*ftfta*0fc&&a*tTtt5. s«a 

srt-6c*uftft. -atfccfctawtLT, »x 

*fci*. aaa (k d K*-D-ca*fc*nfca*<w 

^EBB««Wlj6«fi*ft, iF6l=WMMi, a> 
xW(SiaA)lc«(C-rfta>T>^a (Kc-a) « 
Bl^1bUTl>ftB2SSt (Kd) wwufcif^Kaa 

(SubKd) -cm^tftc^i^ya»tT, 

li, &d££! (Kd) i=*^txr«^1ba>x>^ao3« 

wnawittTft a>f>ya <kc- 

• ) tMU Wllfca>t>yB (Ko-a) t» 
^<ba >r tfitt ota>f^ *»4«a 

■«>C*6<T-£ft. C(7)-5i<7)$a«tr©^?*lfta>x 

ai-»€>*u «M>a>T>^/ was) ov&izmmt 

Z>Zt\ZX2U\,\ 

tSKm^ hi*. a>T->^&Bl^b-rftfc^a> 
t>^B (Kc) «3l«iUMtt«IH=St^Jtt 
Ufca»«=»^^*«^* a>f>«^a>T 

>7 (aw ©a#«aa*affi"*. «*aatf« 

jLtf D E SBMibffla-Cft ft**l*a» 5 6 tf y hfla 

a>aft«*-3asa>T>^asafflfft. 

[0 1 2 7j ^IC, ^f'V^S3 0 2|:^t, a>x 

>v*aaffl^ ^tt- *^Baaa (SubKd) sm 
t>r, a>r>^a (Ks) ©awaaa&WTL-cai 

^{ta>T^i3f-^ : Enc [SubKd (K 
c) ] Z±tiL*Z>* 



[0 12 8] ^TV^S3 0 3IZfit*r, 2>T 

>S/«aE«*-f H*. f»1ba>^WBT->i:* 

*> % (Enc [SubKd (Kc) ] * 
ib/vyva (Hash) fflSttSU a>f>«9E 

7;V=J"jXATfc-6ECC-DSArc«-3TStT**l 

[0 12 9] 3>f^WS!il^ H** ^77S 
304-C, 4J*Ufc«*fc=J>T>^ : En c [Kc 

(Content) 3 * »*»t«Ufc>»fca >T 
Enc [SubKd (Kc)] £;<*f-*£ 
a-tflM H-Slt'-CEflrt"*. ft ft. &8T?fc*itfa 
>t hflaBBEBBtflMrciMtr 

[0 1 3 0] SITOW^S 3 0 5BlTO»«tti- 

^sa0ast»7Lfc«^ i0n (b) \zm) . * 
T^^s3 22ii. i^f-^^^f-n 

(c) llfcS) ^LTL^ft. 

[0 13 1] a— tf+M h-Ctt, a>f/;««E«v 

B: Enc [SubKd (Kc) 3 fc^r-frO** 
WHWeWrl-*. *r. XT-y7S3 0 5(cfc^ 
£{Ex-9Tfc* (Enc [SubKd (Kc) ] 
+ >£-f-<$0 ft\*/\?i/a (Hash) (lOTt 

INT. S«Lfc«*. a>^w«w«*-r 

[0 1 3 2] XTV?S 3 0 7Xf** ±BW»«k O 

^fV?S3 2 1|Cfclt&T-»9&E* Xf7? 
S30 7l=fcl^-SH (false) fc4«. 

[0 13 3] XT^^S3 0 7-C»*«ttl-*tt (» r 
ue) *t?7S308I3Mk 3>T> 

^VSGil^ h*&3MUfc«*fc*7EaB: En 
c [Kd (SubKd) 3 eSS (Kd) *fcl*B 
#]B (K i ) £Blvcfl»U «*?'E&fl! (S u b K 

d) tw»r*. 

[0 134] :X\Z % Xtv^S309-CI*. a>T>^ 
«E«^-f h^6a«tfc«*ba>^>yBi En 

c [SubKd (Kc) ] £. MHtWUfc*? 
EHIB (SubKd) «HlvcB#U a>xWB 



(Kc) 

[0 13 5] ^ir. x*?*S3iOI=filvc. . 
fca>T>7B (Kc) tfW±W«3^^«tt)«> 

Z3> ^ > ^Bi:ur5awct*^^^s-r** 

©f-*l-HtTB*BBB«#Bft*ft*l**^ » 

BLfca>r^B (Ko i*, m±m^>T>v 

«ta)0)a>T>^BfcLXi8W"CS*o LfrU *t 

7 ?s 3 2 zizniih*?-' *iii**a.tfffftftfc«* 
3 >T>-Vfil (Kc) I*. W^«Ba>^W«»«> 

[0 13 6] »»Lfc3>T^B (Kc) *<, »*fe» 

„7s3iii=ai^ 3>tr;t««w^^ 

ft«Lfcn^lta>T>*V : En c [Kc (Conte 
nt )]i W»Ufca>T>^B (Kc) tffi^XB 
•^U a>T>^ (Content) 
?S3 1 airfcHT* 3>T>^ <§*fl> Ml***- 
XWS3 1 3lcfct*T. «€ttSABa»t 

[0 13 7] [&X>f^ff^M ±&Lfc 

^-eatais^fcJtfaVTV^MEB 
1M N&HWWICOHTB1 4fc»BLTttWf*. 
[0 13 8] ^-e^lB-fe^fi^tfa^^* 9 

1 4i;->XTA«fann^r 0 ® 1 4u^v^ 

®1 4l=n?f CPU (Central processing Uni 

t)70 1l** MT^J^^^W^ os 
(Operating System) fcSff-ra^n-fe-yircfc*. R 
CM (Read-Only-Manory) 7 0 21*. CPU 7 0 1 

Bt*^oy9A % *4L*i»aw/«>-^^trfl>B 

Sf-^^t^. RAM (Random Access Memory) 
7 0 3!*, CPU7 0 1O«iai-fct^Sf74*l*^D 

[0139] HDD7 0 4I4/X— K-f-f**©*^** 

R7 0 6(* % SHf-^«««« B*BB* 

:?D77A£ROM702lztetrtL, CPU70l#R 



[0 14 0] /U7 2 1I4PC J (Peripheral Compone 
nts Interconnect) y«Wt**U 

[ 0 1 4 1 ] A 7 1 1 14, h\ #4 

>f-f>^f/W^i:J:ot«^n, CPU70 1 

ytttt**i** £bxi»7 1 z\ts wbcrt, aar 

[0 14 2] iS<l§P 7 1 3(*T/WAW«*LfciVT 

fiU C P U 7 0 1 OMWDTIC, M»MM*&Ktt* 
flfc-?-*, fc*lM4CPU7 0 1l=J:oTtt«**tfc 

[0T4 3j K?* ?7 1 41*. 7ovtf- 

43) "t<~^0, CD-ROM(Convact Disc Read Only 
Memory). MO (Magneto optical) T-f D V D (Dig 
ital Versatile Disc), BSVf ¥$tM*'Jfc 
ffl)iJ^-/WiUEtt«(»7 1 5«K»H4*»7+& 
Kv-f ?TfcU. »«JA-/^^;H2»JW*7 1 5*^fl) 

7 □ y ^ ASfcttr— > n±* 'J A-/ W/uE««* 7 
1 5iz*J-r*?oy5A*fcl4T-**IAt*ft1"** 
[0 14 4] *E10IMW=Ea**ifc?a*9**fcl* 
$ Steffi UCPU701 |=*3ivc»7*fc(4© 

ffi2K>$7x-*7 22> /<X7 2 1*ftLTM*.tf 
1»1E$H-CI^RAM7 0 3I=^*H6, 
[0 14 5] frnwrniz^ZHZ-*-*;*®®^ 

f:A©^ l D^i*l4W*l*ROM7 0 2fC»M*tirC 
PU7 0 li::J;oTffla*4i*K &*>1^4m-KtV 
X? l-tStftStlH 0O7046lrltCPU701i:« 

*3$*iT£t7*ti*. 

[0 14 6] Bl±, «S0>J8tl«t#IBtW<b, 
L»*::*l4eWC** s -fttfrfc, •WfcOdJMB-e 

[0 14 7] UHs WM**\Z&^TmtU--&0& 



gi4/\-K^x7. atfrl477 Ht7x7, fc*lM4Pa£ 
a)«^«rtlCj:orSM7+*-fcA^te-efc*, 
•>x7l=J:*«Ki«fir**^l*. fflffl*'-*>*S 
EttLfs^Q*^**. Wffltf)/\-K^x7«^§^$ 

[0 14 8] 7a«r7XJ4E«M** LT0>a 

-h'f^^^ROM (Read OnlyMemoryM-^JbEftL 

CD- ROM {Compact Disc Read Only Me 
mory). MO (Magneto optical) x-f*?. DVO(Digit 
al Versatile Disc), B«t<X*. WW^'Jtt^ 
OijA-/^^Btt»W=. -«W**l^4*ttWI=tt 

m (Eft) ur*<cfc*«tf**. w©*5ttyA-/< 

[0 14 9] ZfaV^m* ±&tfz±?W* 
-/ <?;uB»«(** & a > ^ >x h-Ar** 

Ufcy, LAN (Loca I Area Network), h 

e&u s»ri4, ^o)^o(^u-cfei^nr 

[0 15 0] fc*>\ W«»=E«aFftfc«M>»««» 

EIM=ttoTttSMfc«TSft*a>*tt**". 
(7T*KlB©Mlft***^f4*»l-l5C-Ctt»Wlc* 

ftlM4«3W=*ft*nrt*^. *fc. *wmm=»^ 
-C->ATixtr4, BM«BOMtt«IIW*^ 

[0 15 1] 



[01] 8*oa>f>7Ea^f^M»*6B 
BJjt &0"C&&< 

[02] tt*0)a>t>^K«^^T-A(=»t*»** 
[0 3] tt*0)3>T> % yK<S'>^TAIc33lt**** 

[05] vt*Ozi>T>V&fev*T'M z M~t*> / '* r 

-f &7O-0-C&4; 
[06] tt3W)3>T^K«5/XTAirfilt6»*tt 

[071 «flOa>f>fE«^fAlDlWtBW 

[■9] »^a>f>7£llvAfA<D^f^ 
[01 0] *ft^a >f ^'Vfia^T^a >f > 

4. 

[01 3] **W©a>^> % y««^TAirj3CtS* 

[0 1 4] **«©3VT> 1 Vfifl^TA(Di^lf^ 
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